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Abstract : Communication technology is advancing to handle many sensor data in autonomous ship engine rooms
via smart technology. This ensures efficient data communication to managers and surrounding vessels based on
priority. However, objective criteria for prioritizing this data are lacking. This study presents the justification for
establishing communication priority standards based on the literature and proposes a data risk analysis matrix to
determine priority using failure mode impact analysis techniques. To verify the matrix, it was applied to the
steering device, and as a result, it was proven that the engine room risk level indicated by each data generated
from the device may differ. The results are expected to provide an efficient communication environment for engine
room data by suggesting a method to identify high-risk data that must be communicated with priority.

Key Words : Autonomous Ship, Engine Room Data, Communication Priority, Risk Assessment Matrix

*k o] 2-2-(https://orcid.org/0000-002-2839-0448) : F <=, **F Jae-Ung Lee(https:/orcid.org/0000-002-2839-044%) : Associate
Sh | off st 7| A A e TE Professor, Division of Marine System Engineering, Korea
S . Maritime & Ocean University.

f’mailj Jule‘e@kr.m”'ac‘kr’ Tel - 051'410'4661; _ E-mail : julee@kmou.ackr, Tel : 051-410-4662

17 @ (htps://orcid.org/0000-0002-6495-1820), &2 (https:/ s anehyun Seo(https://orcid.org/0000-0002-6495-1820), Hyejin
orcid.org/0000-0002-4265-9992) : thahAY, =i FTHEt  Choi(https://orcid.org/0000-0002-4265-9992) : Graduate student,
I S| AHT2-8+3t Division of Marine Information Technology, Korea Maritime &

Ocean University.

SYAAEIDOIO|X] 283 M2Z, 20244W 4¥ 43


https://crossmark.crossref.org/dialog/?doi=10.9726/kspse.2024.28.2.043&domain=http://kspse.org/&uri_scheme=http:&cm_version=v1.5

A
1o
Ho
ol
x
s
N
H
[l

2
o
o
2

NI

ek, Ad=AEEst
(International Organization for Standardization,
ISO)¥= 2018 0] 1S019847"3} 1SO1984872
A Al == Ak 4 7He] S4S
FAEES AABIACE 180198472 A
g o]

L)

B[t

i)
(o
g
=
n)
o
)
R
R
=2
r o)

e oo o

fin)

ok

et L
o
o
K
E

f
£
Lo
o
)

o? o

re

4

N
oo rr 2B

o,
I i

el
SN
2
qr ™
et
ok

S
“
m
2
92
T
off r
2]
o
=
=
I
5]
hu
ol
o
=
N

oX flo
X
o
Ru)
N
N
o
B

& oly
=2

rJ
)
£ oo T o
EN
o
N
N
A

—r‘ol.mﬂ

N
e
oF
2
2
i
ok

oo o B
2
o
o
2o
4>

i rlo
209 Jr

N T

o
ot
o
Jo
rr
N

2
2o
L Lo

R
X
o
Bul
1o
o,
o
=

I
>

=

)
I

o

N

N

ol

o <

Hu o O oMy
Lo

2
]

I
2 dg

ol
o
N
=2
rr
rok
)

—_

o
R
oo

o
o

T A o (S
N
fin}

< T orlo o

o il

oo
o M Lo

flo © to oAz o
Ha
o 2 ==

Jo

=)
i
o,
T

N
as)
o o oox 4

M)
o
e M
2 L
I
fo f»
e}
i
il
it
+
921
rr

R )
2
rr
B
o
Ho
ot
2
Az
2
>
N
r_l
i
fin}
o

=

AT Ho e
>
{0 x
=2
offt
%

O
)
gl"

&
Ta
i

sl

of
of
o
1)
of o — x

(H ofy
N
T
rZ o
>
[ =
ol
e

2 N T

>
tH fll
b
bl
o
g
(1

3},
and Effects Analysis, ©|3}
AS &8st F4Al

Agkalnn gt v

o
Hr
1
~
o]
=N
o
=
o
<
o
oL
o

N

EOT.

o
_>i'4
>
[>
ol
iy
oo
o
2
o
=

>
o 2

YU}
L L
It

/\-] =13

gl

oZ
I
o
o
Ru)

N

_ﬁ
1o oX
=)
of
ok
rr
NN
M=
>

1=
o o] & mpeh
Eofof dh= 7]HA Holg 7t
b e ol &

]
il

ofof Bz

N
o

o

o\
IO JQ, 05. “m 'l)'
b o o
SR O
i)
It
=

2
S ooft

o = ot
)

re
off f

Aehg 2ol wpgol

gl

b
o o X

N
2
k=
o

FAEAS 1911 Eloletd 3o Az di4t
o Axtz oA

2 9% w9
A 2 L b ARE mheist,
SARNFAAGL ol AW 9% BAl F
sh L FA V)4 E28HE 5w gl
Ageapalrol S W R AluTte] AL

Zu]2  VDES(VHF Data
Exchange System), LTE/5G % VSAT7} 433}
st FAS Ag SA AElA @Al
ot AT 9 v]EAEe] Es] o] Zojx|al 9t
2yl Ade] BAS VDESTH feld S0
2 7 ZAdPFoln, VDE, AIS % ASM =

A Lgjolnt. qIjte] Af-ole F4E T

W ajabel Q= A9, VSAT 914%
410] Fpgale] FalAel B4

=
o
A} A o



2) 714 dolg 2w
vl A 201810 4
7% AL 9L sel=etel
e

=

1:]

fupel | 2 snpe

A 2ohe
A E 2 X (Data infrastructure)
7|t g FEo] 7h5sith
olmtAEE AT Aubo A WAEH ne
HE AW E= R dolE Ao A &
T4, A&Hom o]l ThESEE HolHE
A, A%, w4 AETE 5 e A ARa
£ &3tk olZlE E3 tlold" oEeA el
N Rag ARAT AUE A5 FES T
sHA shH, AlFE = 9lal a&AQl HlolH
5, Hlold &1, dlold e, 4, 24 %
ojH] rHE HAT 4= Qlrt.
2utE 7158 oAl 7EA] a9 ARgRE Fig. 13}
ol FxA AAA HYE H(Structural Health
Monitoring, SHM), 7|4 Are] XU € & (Machinery
Health Monitoring, MHM), <% A3 g 7%
(Operational Performance Management, OPM), Z}AF
884 HEUYE H(Asset Efficiency Monitoring,
AEM) 9 A 4 A} 2775 (Crew
Assistance and Augmentation, CAA)o|t}. o]& 7]
=2 My Fx9 o}x%/d;q. Auk 717]19] ASA
.ol A v}

O

E

o] 3
UL

rlr

we rroox

3

A

1._.0

Oﬂ e °|
ot r

712)9)
435
n

,017/4\% 34

System
Propulsion [

X

Firefighting [

steering [ X

Fig. 1 Requirement of smart function

24 BUHY Jsel JEe
spAfol ejgsto] S1et a8ha
BUEY 7o Fe
A Azge FE AU

A mUEE Al

%‘*ﬂﬁi /\JE%OI

> 20 |
o o o2

>~

H = 7]10
> TWIT T
AHE|

—

(Subsystem) 2]

Standalone

() (6)
NN

U

Passive system

)
o

U

Common subsystem

U

Fig. 2 Concept of redundant systems

SN AEIDOIO|X] H283 M2Z, 20244 49 45



Aol 248 O AEE FT 4 ek Ad
of dA% 2:§e] GPS7h A= o mAele] 2%t
TEF ABALE A% B Atolo] g FE
o] A2”l FE 247 9SS dth A9 B
MEL ABAIAHO AW ASE BE HEdts Y

sz AagoA gl
(Main Switch Board) A%} B A}ojo] ® A Elo

(Bus tie) 9% HE X2 AZAE Zo] oo|r},

Zzhe] 71 Al ARE A e, 7] T
71 ol oA e AEAAHOR s 9
o, s B Aot 2 fEEE AlL"o] of
A Ala" Ao dFe A=A & 5 ek

O|=M AMHEALE] Apele] 4 ol what
71719 age] Qg 71HA AA wAs 9T
ol MR HET= A& & 5 9lon, fAHeR
el gk 2A7E s Eofop & A|AHe] &
Adtot= Ae & 5 ok

dolg ., delm s|wAag Sue nels
chol dlole o Aoz
7124 eole 7t EAste, 1

)
it

o ro
b
= el
oR
ol

32 4o
i)
1

2 |o
G

op
of
=

o ot
>

[>

T, ¥

1 H1
I
>4

iy ol
B9

_|~
ol
=)

ot
%
4o &

1>
e
9‘14‘
fr
ok
g
e
o

off te
ol
N

o
rr

o M2 b 4o
B
1o
=
i)
1
o
2 i

b3

ofN |m i
fo 1

ol

X > A © fr x 4o do fr
nz "
oZ
R b

drog > oo 1x
et
flo ot
o 32
NS

o
i

~
o
il

A8 % (Likelihood, L)2 U}
g 4 Qe= FYop¥

(Severity, S)

[e]

nﬁ‘t‘g

4
2
Ho
oot
il
4
il

X

ol
A
Rl
>

slzoty|x] H28H X2, 2024\ 49

7122 Fig. 42} Zo)
3 AYSE, B) e A2HT
a7 717k 7]

AN E FE 7]Ee (D) 71HA 71717)

A Axgake] B3 423 208 AA dol

E7F e BUEHPEE Al A Haleda 2
& golE mdo] BgEE fAUAES Y
(E) A4 dlolg &8 WS 1d35to] Fig 40|
A% (D)+(B) 9 oz AAFY Aibgho]
0, 1Y ¢ A Fl=7F Fad), 2, 3¢ A9 &2
Sol (M), 4, 5¢ A% W=7} 22 AR
sttt

FAREE BEAste] 7|BA HolEe Az
S$EI A HE 3o A Fig. 59 mjE
Gag Bl 71w dold o] $RE A

Communication
between Ship2Shore

!

Sensor Data Acquisition

All data generated in the engine
room

.

Severity Assessment Likelihood Assessment

(A) Decision support level
(B) Engine room system integration level
(C) System category according to failure

effects

!

Risk Matrix

(D) Complexity level
(E) Sophistication level of data analysis

Severity X Likelihood

}

Communication Priority
+ Low level

*  Medium level
- High level

Fig. 3 Method of communication priority assessment



(A) Decision support level

Status is displayed on a panel so
manager can recognize it.

( Managers are advised to take action

System itself is auto-controlled
under the supervision of manager

«

Severity

[ P

3~
+ (B) Engine room system integration level

Standalone (Isolated from other system, or passive
listening only for data collection)
1

Partial (One-way data communication to system
with active data request)
1

B Fully integrated (two-way communication

with onboard system)

oo~y

(C) System category according to failure effects g3

Failure will not lead to dangerous situations for human
safety, safety of the vessel and/or threat to the environment
1

Failure could eventually lead to dangerous situations for
human safety, safety of the vessel and/or threat to the
environment.

Communication
. . 1
Pl'lOl'lty assessment Failure could immediately lead to dangerous situations for
e human safety, safety of the vessel and/or threat to the

environment.

Simple Network (Partial integration with
other systems, not all systems networked)

1
B Complex Network (All networked and fully
integrated, onboard access only) recognize it.

n Status is displayed on a panel so manager can

Multi-Attribute Connected (Remote and ‘J Managers are advised to take action
onshore accesses, function relies on onshore I

support and continuous and reliable vessel-
onshore communication)

System itself is auto-controlled under the
supervision of manager

(D) Complexity level + (E) Sophistication level of data analysis

Fig. 4 Assessment standards for communication priority
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Fig. 6 Configuration of steering gear plant system
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Fig. 7 Mechanical unit in detail
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Table 1 Failure mode for steering gear system

Component

Failure Mode

Hydraulic
unit

Hydraulic pressure low

Hydraulic motor overload

Hydraulic actuator control pressure

low

Hydraulic oil reservoir tank level

low

Steering gear hydraulic oil pressure
for control difference pressure high

Hydraulic locking

Mechanical
unit

Rudder rotation failure

Electrical
unit

Steering gear main control panel

power failure

Follow-up processor power failure

Rudder angle indicator power

failure (DC24V)

Hydraulic pump motor power low

Rudder angle action speed low

Rudder angle control failure

Feedback signal loss

Auto pilot mode malfunction

Hydraulic pump power failure

Alarm equipment power failure

b grELe) NBos AErn 7 Faat
Bath oldl A9 HaAmE 3714 Yz
591 Aol Aol oA “Low’ H7E g,
Autol ] F% WAsHE DFRES] “Medium”
o FAHAT, JHE HELA o8] “Low”
JP= Brhe gt

ZEPAA Aol 9o At WA A EA

o el A

AZtEel ¥lEl “Low’® BH7HE

HEHoE “Low” =R H7HE Qi
F =T} “Medium” .2 F7}E zEl A

A ek e A9 FAee AT 9d
of ol ofste] WAsHAINE, AL HE 7]
O7 AFxE Ve AFHLR AET o
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i, Adpell A FF sty HZtEe Rl
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Final impact
operates normally
operates normally
thrust is disabled)

Auto pilot
Auto pilot
Maintain auto
pilot function
(One rudder

Local impact
Oil clogged alarm
unit cannot be used
Normal operation
with redundant hydro
pump unit

occurs
Normal operation

after manual
One steering gear

replacement with
redundant filter
One hydro pump
plant disable

Detection of
failure
system and local

system and local
panel

system and local
panel

monitoring
panel

Alarms on
Alarms on
monitoring
Alarms on
monitoring

Failure cause
filter
seal fracture

clogging
Main switch-

Return oil
Hydro pump
Hydro pump
malfunction
AC 440V
board failure

Failure mode

Table 2 Risk assessment result for steering gear system

reservoir tank

level low
main control

pressure low
panel power
failure

Hydraulic

pressure high
Hydraulic oil

hydraulic oil
pressure

for control
difference
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